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       Kerio Two-Factor Authentication

Kerio Connect Version 9.4 integrates Two-Factor 

Authentication (2FA) for additional access security. It uses 

Google and Microsoft mobile device authenticators to supply 

a real-time token so that administrators have control over the 

needed level of security. It can also be enabled for Kerio 

Connect admin console access.

Two-Factor Authentication complements the Kerio Connect 

Secure Email system. It provides an additional layer of 

security if usernames or passwords are compromised by 

phishing or other malicious attacks.

GFI.COM

GFI Guide - Kerio Two-Factor Authentication

    Login

Authentication



4

GFI.COM

Configuring 2-step verification

This 2-step verification adds an extra layer of security to your account by using an 

application on the user's smartphone to confirm their identity. By using 2-step 

verification, even if standard credentials are not compromised, access is not granted 

unless the second step is verified.

For access, users must first use their credentials to authenticate. Additionally, they 

must type in a special time-limited code generated by an authentication application 

on their phones or computers. The authentication must be supported by the Internet 

Engineering Task Force (IETF) standard RFC 6238. Examples include Google 

authenticator (available for iOS, Android, Windows phone) and FreeOTP authenticator 

(available for iOS and Android), though there can be other authentication 

applications.

The 2-step verification protects these parts of the product:

Admin web interface

Kerio Connect webmail

Kerio Connect client
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Enabling the 2-step verification

The administrator can configure 2-step verification per domain. The setting can be 

found on the Security tab when editing a specific domain.

The administrator can choose to set up 2-step verification as optional for all users 

in the domain or they can enforce this security setting on all users.

Since 2 step verification code is time based, it is important to check the OS 

time on the server the where Kerio Connect mail server is de ployed. The 

OS time should be in sync with the internet time otherwise it may result in 

verification failures.

NOTE
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Scenario One

When 2-step verification is optional for all users 

within the domain

Enter webmail the standard way on https://<yourIP>/webmail
Authenticate using standard credentials

Within the user interface, navigate to Settings menu

At the bottom of the menu is “2FA Setup”:

Click on the “Start 2FA Setup” button

In the following dialog box, confirm that you want to start the 2-step verification setup:

Process for enabling 2-step verification in Kerio Connect webmail

GFI Guide - Kerio Two-Factor Authentication



7

GFI.COM

Then on the following screen:

Type in the recovery email address that you want to use to receive the reset 

code for 2-step verification. Note that the recovery email address must be 

di!erent from the current email address.

Scan the QR code with your prefered authentication application.

The Authentication application will generate a six digit code. Write down the 

code in the Authentication token column.

It is recommended that the recovery email be an email address outside the 

domain to which you have access.

1

2

3

NOTE
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Once all the information has been submitted correctly, the system will ask for the last 

verification:

Once verified, the system will inform you whether the 2-step verification was 

configured successfully. You may be asked to submit a 2-step verification code 

depending on domain settings.
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Open Kerio Connect client the standard way

Authenticate using standard credentials

Navigate to the 2-step verification setup which is found under: Tools / Settings / 

2FA setup

Click on the “Start 2FA Setup” button

In the following dialog box, confirm that you want to start the 2-step verification setup:

Process for enabling 2-step verification in Kerio Connect client mail
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Then on the following screen:

Type in the recovery email address that you want to use to receive the reset 

code for 2-step verification. Note that the recovery email address must be 

di!erent from the current email address.

Scan the QR code with your prefered authentication application.

The Authentication application will generate a six digit code. Write down the 

code in the Authentication token column.

3

It is recommended that the recovery email be an email address outside the 

domain to which you have access.

1

2

3

NOTE
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Once all the information has been submitted correctly, the system will ask for the last 

verification:

Once verified, the system will inform you whether the 2-step verification was 

configured successfully. You may be asked to submit a 2-step verification code 

depending on domain settings.

Older KerioConnect clients are not compatible with the new Kerio Connect 

server 9.4 because of the lack of 2 step verification support.

NOTE
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Scenario Two

When 2-step verification is enforced for all users 

within the domain

Enter webmail the standard way on https://<yourIP>/webmail
Authenticate using standard credentials

After successful authentication, a 2-step verification setup screen will appear

Complete the configuration by following the steps described in previous section

Process for enabling 2-step verification in Kerio Connect webmail
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Older KerioConnect clients are not compatible with the new Kerio C onnect 

server 9.4 because of the lack of 2 step verification support.

Open Kerio Connect client the standard way

Authenticate using standard credentials

After successful authentication, a 2-step verification setup screen will appear

Complete the configuration by following the steps described in previous section

Process for enabling 2-step verification in Kerio Connect client mail

NOTE
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Using recovery email

If you lose access to your 2-step verification code, you can recover or reset these 

settings with the recovery email submitted during the initial 2-step verification 

configuration. To use this function, click on the “Recover lost 2FA“ button during the 

2-step verification.

Once the “Recover lost 2FA“ button has been pushed, the Kerio Connect mail 

server will send an email to the specified recovery email address:
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The email will include the recovery six digit code which needs to be submitted into 

the “2FA code“ column. Once the code has been submitted, the 2-step verification 

settings will be reset and you will be redirected to the initial login screen to submit 

your credentials. Once authenticated, you will need to re-do the 2-step verification 

process.

Resetting and turning o! 2-step verification

If the 2-step verification has been switched o!, you won’t need to use your 2-step 

verification codes any more. However, the system will retain existing settings for 2-

step verification users. After switching the 2-step verification back on, you will not be 

required to repeat the 2-step verification process again, but you will be asked to 

submit your codes when logging on.

In a scenario where you do not have your 2-step verification code and you also do 

not have access to your recovery email, an Administrator can still reset it for specific 

users in the User Section of the chosen domain.

Once the 2-step verification is reset, you will need to re-do the 2-step verification 

process.
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Enabling the 2-step verification for the administrator
In Kerio Connect, there are two types of administrators:

Process for enabling 2-step verification for the Kerio Connect Administrator

As the administrator, turn on the 2-step verification for the domain and go to Setup. 

You will find the “Setup 2FA“ button in the top right corner drop down menu.

The following steps are identical to standard user steps described in previous 

sections

Both of these accounts can enable the 2-step verification.

It is critical that the existing administrator does not use their associated 

administrator email as the recovery email address. Doing so will prevent the 

administrator from receiving their recovery access code and trigger a lock out.

NOTE

Built in admin

Domain administrator with full access rights to admin interface
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Process for enabling 2-step verification for the Kerio Connect built in admin

Once the built in admin account is enabled, you can turn on 2-step verification to 

enhance security. There needs to be at least one domain within Kerio Connect that 

has 2-step verification enabled. The setup of 2-step verification is exactly the same 

as described in previous sections. The only di!erence is how the 2-step verification 

can be reset. Since built in admin is not part of any domain, it has a separate reset 

button located in the Administration settings section:

Logs for 2-step verification

All log messages regarding 2-step verification errors can be found in the Logs/Error 

section under the “TwoFAPolicyManSwitch.cpp“ key.

Example:

[17/May/2021 12:18:30] TwoFAPolicyManSwitch.cpp: 2FA cookie token verification 

error for user: 'Joe.Doe@gfi.com', error: Invalid cookie token.

An error like this means that the user has submitted an incorrect 2-step verification 

six digit code.
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Application passwords

If 2FA is turned on and users are not using Kerio Client WebMail or Kerio Connect 

Client (but are using KOFF, IMAP or something similar), users will need to set up 

application passwords.
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Once 2FA is turned on, standard account passwords will not work anymore when 

using KOFF, IMAP or similar. These passwords will be replaced by application 

passwords which can be created by a user within Kerio Connect WebMail or within 

Kerio Connect Client after submitting a 2FA code or after successfully setting up 2FA.

Once the application password is configured, the password can not be changed or 

reviewed. It is strongly suggested that users save their passwords in the password 

vault.

If the application password is lost, users can easily delete previous passwords and 

create a new one.

Let’s Encrypt integration

Kerio Connect Version 9.4 adds better integration directly into the product for the 

Let's Encrypt not-for-profit SSL certification author -- including auto-renewal of their 

90-day certificates. This makes it easier for businesses to stay secure without adding 

additional costs. Let's Encrypt is a free, automated and open certificate authority. SSL 

certificates in Kerio Connect play a huge role in security of the product and its 

communication mechanism.
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Setting up the Let's Encrypt SSL certificate

Let's Encrypt integration is easy. You can find it in the SSL certificate tab “New” 

as shown here:

The next dialog box will ask you to submit the domain name where you want to 

generate the SSL certificate. To generate SSL certificates successfully, it is 

mandatory to have the Kerio Connect mail server reachable on port 80 / HTTP. 

The Let's Encrypt API will search for the submitted domain name and will verify 

all the needed information via HTTP.
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Opening port 80 might be seen as a security risk for the server and users. It is 

therefore recommended to only use an encrypted connection with Kerio 

Connect. It will force users to use webmail over port 443 / HTTS instead of an 

unsecured HTTP.

For more information, please refer to the manual: 

https://manuals.gfi.com/en/kerio/connect/content/server-configuration/
security/securing-kerio-connect-1239.html#sect-securitypolicy

Another option is to use an HTTP to HTTPS redirection function on the 

gateway firewall.

All product names and companies mentioned may be trademarks or registered trademarks of their 

respective owners. All information in this document was valid to the best of our knowledge at the time 

of its publication. The information contained in this document may be changed without prior notice.
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